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Let’s Ensure Information Security
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Information Security Incidents in Tottori University
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Lost USB flash drives storing personal information
@ DI VIICKBBHRDIFE

Information breaches by phishing
@ X—)LDORNIPAILDBNIVD T )7 RX3E

Malware infections via files attached to emails
@ D)=L PAIAR—=IUVICHDVYIVD T PR
re infections followed by installations of free software
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al support scam
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pages defaced




NILD T PICRERELULES:
When malware infects your computer: -

EZF EOBRIST 71 )LDOIRIEDBK
Destruction or loss of an important files
ANDHE DILE

Expansion of damage to others

NIV T P OERREXTIMICE DN DIFE EH D

Consumed time and effort on handling malware

AEERBEHRFERERCEE: -

If massive information leakage happens::-
ERKXE., S5EaEHEE
Lost trust in societies, expensive compensation
AERZBCEZENED
Bad effect on university management
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INn Order to Ensure Information Security
&

o
sl 3980 - HA RS Y

"% Social system, rules, guidelines
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Threat
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Countermeasures by
technology and devices
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Self defense by users
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BIAFDEHREZF 2T N —
Information Security Policy of Tottori University

BEREF 2T MY —EIF. TEEFEDREREIC DU
CIBEREEF 2T 1 ZHEF I DICHDITENIEE DR
Bl & CY,

Information security policy is behavioral
guideline or rules to ensure information
sSecurity in a company or an organization.

RFCHUVTIE. ER24F(IC TBHAZBHEZ
a7 BEARBDEHCEE T DRRA DFEIESN. U
BERBROIBEDHT RS54 UHHIESNTUNET,
In Tottori University, Information Security
Basic Policy Act was enacted in 201 2.

Since then, related rules and guidelines have
been enacted.
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Information Security Policy System
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Information Security Policy Documents (only in Japanese) on OISM Web
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Tottori University Information Security Basic Policy Act

GBES)
F£1% COREISE. BEARZE (MUF ITRZE] EUVD, ) [CRITDBEHRI R
ih&?‘l‘%ﬁ&t:\:J T« [CEAUMBRSBZEDDEDNDET D,
B89
F2F ARPBEHRIZATLAROBHREF2 T 1I1E. REDINTOHE - tf
RENOEZE, ZEND DMERYPICTOICHOEEE U TEREERT D,
CBRDOEARTSE)
E£3F AFROINTOHEEE., FEFCBROREOUEMECSIECDINT
BT RZODCEICKD., BHROBEREFICKDAENEHDKE, HE - iff
R - EEEENODPMELRRICH 2D, RICEDDEREFAICET 252
HRMEICKD, BNEHMREEZEMEET > CTEENNDDNKRISERT D,
(RBBDETS)
F4EK AZRBHRIYATALAZANAIT DB OERDZEFCENDBIE. CDiRE!
KROBICEDHDEREMABICETAZEREZET LRITNIERSRU),
Article 4. users and operators of information systems in Tottori
University must comply with associated rules separately stipulated.
(RIARDHIR)
BOE5F FIRICERULEZEBE. ARZBHRIY AT LAOMBZFHIIRITDCEND D,
Article 5. those who violates the previous article may be restricted
from using information systems.




1. YO T PICREURCERDIZH:-
If Malware Probably Infects with Your Computer:--

NILD TP (DA IR BEDBZDHD 7005 L) ICRRELUIESH)
XTI REETT,

On a possible infection of malware (malicious software such
as computer virus), the initial response is important.

RONMNCIOVE A —IERARY RHSEHI0DEES (BEERILARLE)
Immediately disconnect your computer from the network
(prevention of the spread of infection)

BbHIC. BRIAKRPEHREFAVT 1171V YTY EXIMF—LA
(TU-CSIRT) ICE#8dD
Immediately contact TU-CSIRT

TU-CISRT: csirt@tottori-u.ac.jp

JEQA—FADERIILDSIEL)
Do not power off your computer

CFaJT1VYI FTRF v VTN
Do not scan your computer with
Security Software
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How to disconnect your computer from the network
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2. OSEPTIJIEBICERHIRIC
Keep your OS and Apps Updated

OSRKIVOPTUT =3I EHoRsstNEDND
_ENBDDFET,

NGO ZEZFDEIRICLTULNDE, YLD TR
2OEEMNEENVDET, OSRKUVOPPTIT—3Y)
J ~ZBEICs=FRICEFH UTHRSSEANDXY I Z LT
<IZEL),

Vulnherabilities can be found on OS or applications.
If vulnerabilities are not fixed, risks of malware

infections increase.
Keep OS and applications updated automatically

and fix vulnherabilities.

BIR— DN IZOSO P T I T =33V haEA YR
~=ILUENVYDVZEA VY —Ry RICEITDCEEE
FaUT« EIFBICRBIRTI,

It is very dangerous to connect a Computer to a




2. OSEPTIJIEBICERHIRIC
Keep your OS and Apps Updated

Windows OSIC DU\ TIEWindows8.1 MBiIIE T N— MR T
L CULYE T, Microsoft OfficelC DU\ TIEZ201 3IUBIDOffice
IR — DT LU TULVET, Windows 10, Office 2019
E2025F108148BICYN— R TFHECI,

HIN— EDOUNTZOSEZIZPTIT—a3a I I EAYR
=)L UIC/INY DV EZRNLANNERIT DCEIETESEE A,
You cannot connect a computer with outdated OS
and/or applications to a network.

Windows 8.1 or before and Microsoft Office 2013 or
efore finished receiving any supports.

MmacOSIF2t I CTHYN— EXIREBZ 5N T,
macOS 11 Big Sur Maid/N\—I 3 VIFER UEZNEDICU
<iZau,

macOS might be supported up to two generations.

Do not use 11 Big Sur or before.



https://support.apple.com/HT201222
https://learn.microsoft.com/lifecycle/

BICRFTDOficeN T B ZFET
You Can Always Use the Latest Microsoft Office Software

AZ([FMicrosofttt &EMicrosoft 365D =T > CHD. BICE
¥1DOfficeN) D M EZE T,

Tottori University has Microsoft 365 agreement, and all
members can use the latest Office software.
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. FAQs

—1Is > BHH—E X > Microsoft 365 Apps for enterprise

Microsoft 365 Apps for enterprise

=

EFTlEY-ro0OY T Mté [Microsoft 365 Education A3] MEESOEZMEFEEL THD., AAMREBOF A SIESSICLT
Microsoft 365 Apps for enterprise (Word. Excel. PowerPoint. Outlook. Access (Windows®#) . Publisher
(Windows®D#) ) T+ A F—JLLTHEBI A EATEET (FEF [FEmITFRE (Student Use Benefit) | ANBRAZ=NE
9) .

I Microsoft 365 Apps for enterprise®DFIH

| Rillebsets
R (x1) . FE (x2)
X1 AZOHE., JOATRA > FAY NS, FEDEM. BE. FEDWE. FRARE. REBS. TRBE.

FILI FEEAFIRTEETD,
%2 AFOFHFE, KFRFE, FREEFE, HAARTE, RESEEE, BELE, ARSI FATEET.

| s sinas
HEBSDIES
KEEFHESUCEAN I[EaLT) EAI3I>Ea1—4 (Windows PC/Mac) . 47 Lw i~ (iPad/Android/Windows) . -




3. TFaUTsVI L (DAIVAXIRY D ) DEA
Installation of Security Software (Anti-Virus Software)

Windows/\Y 3> EMacZZEARLANICE St I DIRICIE
CFaAaUT VIR I A=) DXIDRHSNT
LNET,

DA )VAXIRY D RO VYA =)L TLVELY
Windows/\Y OV X [EMacZZANLANICERIT D&
FTEFE A,

You must install security software into your
Windows or Mac computer when connecting them
to the campus network.

WidowsIC [EWidows DefenderD'& /0 51 >~ 2 ~—)U
SNTNEINH. EFFCTRIA T DBPCICIEMicrosoft
Defender for EndpointzEB8 A LT ZEl),

Install Microsoft Defender for Endpoint to your
business use computer even though Windows
Defender is already installed by defa
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Notes on Using Emails

774wT§

ABIARNT T 71 IVIEBEDZNRLDICLE U &L D,
Do not open attached suspicious files because
the primary cause of malware infection is emaiil.

I, X=)IbXPD ) DOZD ) ISTBTARYZE>L
DDOBT A FICHFEULEBBHREZEHND ) v VD
FEREZE LU CVEIDTEREZLTCLIZE0,

Be careful of phishing that defrauds you of
confidential information by navigating to a fake
site, which almost perfectly copies the original site,
via a link in an email.

A
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Examples of Phishing Emails

B X (@ 5 | Re A=Wy I2072-51BBLELL - Unicode (UTF-8)

OX @R ¢ B kb & P2t ..
26 W% -

EF 2AL Es VY5~ Jrt-50 Xoe-50 757 919F oo .
EC - ot am  sB  J¢- AR

Re: X—=JLINYIADIA—IhEB:BLEUIC
Active! Mail tior ¢ ) fr) ZFLASKICEN
7. undisclosed-recipients:

BRIZEDTOT A« TA=IL ! X—=)LIRYOANA—)LF—AlCELD>THESNEZOA—DIVIY FEBRFUE.

WebX—)LZBEBNICTIET. HLLRBTFA-IIZERETETRBENBDET.

BET3(C ZIJYIULET. httpsifforms office comPages/ResponsePage aspx?
1d=tyxJGEXVYUWF cQxC5fesBxU91p 7wkZVNtwOO0IQyBLYVU




49D X—=)LDB (DDE)
Examples of Phishing Emails (continued)
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Targeted Attacks
HERI TSRS, BHEDMEDEAZIZBIC UT,
NIV T POMEY A RA\D ) DEZSAEAXA—IVE
KU DINEE
Attacks sending emails containing malware
or links to malicious sites to targeted specific
organizations or individuals.

FBHIIIEHRDFFENCTH D,

| A main purpose is to steal information.

> BERBUNRSRNSEDD U —-—XATERSED
make you trust using only words known to friends

or acquaintance
> YD 71 )UYEBE X —)L fake email attached flle

> BN — AN—INDFHE navigating e |




BPMARE 2R O TR EEINE
Targeted Attack Mimicking KAKENHI (Japanese Research Budget)

44 1 [H29RIAE) #BESRFICDOWNT
RMIT70)L . [H29RAE] #ESBF(C DL T.zip

HHEECRO>THENET,

SEEONFRRBASE (RIFHAREBRIE) O
BE(COVWTHASEWLWELET,

BFECROBICENTZRDE. STEOEBEFICHVWLEZFERICERTS
CENTEROO>IERABTY ., AIRIE. ARSTBIOL TRICR > ERHAB(Z.
SEOMNRICEIRDFEFA.

mERBEOFE(C DOV TOEZEHER

E¥R29FE 18268 (K) 128 (&)

m O OfRIRHFARE

k292828 (K) 128 [&sF)
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Technical Countermeasures
Implemented by OISM
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Multi-Factor Authentication

A—9BE/INRD—FICHAT, FEULEBTODO YA A
/\Z'j hému\uj—.ﬂc_ﬂa(/\5/27ﬂ_(§— x-)bﬁté
FANSRAITDBSICTA DA LAINRDT— EDHIURE
VAN

Multi-factor authentication requires additional
One-Time Password (OTP) for authentication in
addition to a username and a password.,

One time password is always required when you
access to information systems off campus.

TFa)T 1 ZS0DCH. FANSHHITDIIHFET Y
A NNRD—FZEHRBICTDCENTEET,
Multi-factor authentication can be enabled even
on campus for more security.

FRIICEB 1DV A AINRD— @SRy AT
L] [CEFRITDINEDNDHDET,

You must register on OTP registration system in

advance. ﬁ

21




ZERGEIY AT A (Efx)
Multi-Factor Authentication (How to register)

D294 LI\RAD— REMEER AT L (ZERZBIAS AT L)

Access to OISM
page, and click | || EEEEINACGERS L= - Sy SN ES I V)

here. V54 KTvo (@BER—171)

I94 W\ADT—REOBERICDNT

WINDDFETIFA LN RD— F2BMUET.

e Line notify : D244 AJIRADT— BEdfE%, LINEZ USSR M-I —AICERRESEIARTI.
e E-mail : D24 AR T—EfERE, BRULEXA—IL7RELAICA—)LTEBHNIAFRTYI.
o TOTP: BEREIBICEBHEMIND T IA LA T— FofEzE, 771 (Bl : GoogleEAuthenticator7 1)) (CFR4

CY.,
e YFUORO—-F : AT AEBUNY FUORXO—FERZ. FAABENME > TVWEINERETZIARTY.

You can register the following OTP generation methods:
Line notify, alternative email, TOTP, matrix code.

\g Tottori UIIiISit}" Qa
21
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SBRIEEV AT (OT1Y)
Multi-Factor Authentication (Login Page)

FEUKEF

( Tottori University

ERAFEOS v ~"—=: manaba
H—EF 2

EXRID(EULLEEBADA-ILI FLLA)E

JRRD— BEADL [O54>] ZBRULT

< =0

EBXIDEEEA-IL7 FL R / Toridai

ID or E-Mail

JINADJ—F / Password




ZEGEEY AT (D81 AN — FBATGEIR)
Multi-Factor Authentication (Multi-factor Selection)

[@OTPEESZFTA e

{h 22355058 IR

284 WS AT— BICEBDLEE T E2EEIRU T
<2, BESNEUNES L L (FEmallcI >4
AL/ RDO—RHEEEYT . TOTPICDOULTIE,
TOTPHERA 7 T UERERL TLIZEL. X hUZ
Ad—PReoWTREFOY FUIAI—F%E
S TLEEV FLEIFS UL (RS IrEmD
EDOTEFHBDFEEA)

LINETEESE
Email Cikis
TOTP Tk

N BhUOZX3~ R TREEE

SET

Tottori Uny/s

Iﬁ#‘&?Si[}"
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ZEZRGEI AT (DI NN AT—EFDAND)
Multi-Factor Authentication (Input OTP)

[@OTPEESZFA —

DA KIS = BB AT

RELET ML) RT— FEANDUTLESE
LYo EmalDISSE < EFTY LB\ S5
HDNFEI. IR0 TI,

D54 LIIARAT— R
D294 L)

0 COimk TRXENS TG4 LIRAT—RZAD LR (3
BERTRFTyoLRBVIE)
=E




SRRV AT A (tFa)T 1 :%E)
Multi-Factor Authentication (Securer Setting)

K LA 1= F
HE F—
B&H 20195F12H5H19:01
BIF T RUSZI— RHR

EHETEIRERELTEDET
HEDEEOAE 7T ANENONAEICETUET.
TG4 SR T— FATOEREZBMDBEULET,

=t UT 1 REGER)

FANSEGEUEBETEETOU—/NCH U TESBRRZITV\ET .

azFa1 VT BERENMLT )




ZEGEE AT (D81 NN — R ADEBE)
Multi-Factor Authentication (Automatic OTP Sending)

[@OTPEESZF A —

DA KIS = BB AT

BELETI AN IRD—-REAAULTLEE
LY. EmalDIESELETHOUEBEBNINIESH
HNFEI. BIRBFI0ND T,

This check enables automatic OTP
sending without manual OTP input.
Bgeyesaml (Do not enables on shared computer)

D294 L)

02@%35‘6!37’/@@7)‘6’7‘/94[;} (RAT—RZEAADLZN (&
BEETRFz v OBV E)

=E




GmailDFA (Google Workspace for Educationz=£2%Y)
Toridai Gmail (Using Google Workspace for Education)

Web T DO TA=)VERMBITDICEEHELUCNET, J1vIYVI0R
2D P71 IVICXT T RESHRISNE T,

We strongly recommend to use Toridai Gmail with a \Web browser
which warns phishing and malware.

.)4“‘)l/CI)$§§§$§:E5E§5ig§_zf?§-o §§E7Ei\ .><.__)IJCZ)iE21 ILJQ*qﬁﬁi/EEILAlu/—zj<::*,LE§E?j-
Toridai Gmail with Web browser can search for mails quickly and
remind you of replying a received mail.

Q in:spam

<« RECHIR EBA—)LTIIR (] B B

THOY EAT 7 —F—RHCELEETNET. D #ix

ZTOA—JVCETFRELZE WL

BABREREAFY BLOICEASNEABRY - INEFNTVET, U Y
IV IURD. BEICEABRZERUZD LRVT S,

FRERI—Y—HAmazon7HD> MCT O CAULEIEMEN S S EBRATVWET. UIEH'>T. 7ZHUY bAOT7IERZE
—BNCTOvIU. AT7-Z2EHCLET. BEDFEDLS CHRIZOTHT> MEREBUEUILONDNDERA
B ROBENIZEZSNET.

WDITFEERLT. 1Y -0F—AR-RANTIZ3 LB RHEUET.
HEH(CEATD/ RD-FEEALET.




71 IL2TELT—EX
File Sharing Service

SEDAKEZ T 71 IVOENEAN DT 71 ILORITELTEET,
File sharing service enables to send a large-size file or
executable files.

HOME > ###ftH—EZ > J7 1B FEL

F7A1IMRTEL

|a4wau>a

T7ANBIHEL (Proself) O4-1>

arn
o ProselfOFIAFIE[PDFET]
o D7AIESDO—REBHE[PDFER]
o JFLE7y IO B BTEPDAER]
TSSO OMIRR

o TSOURIAR-MER T




5. HPAOENTIZWNW I DT PZ2RAB UL
Do not Use Software of Unknown Developer

HPADED TN T U=V D FDOP(ICIE,. B=
a5 > CIEonNecmsdbDzxd, COXDRY
a1 YA —=I)LUT, [BERDEBEHISND
BEBRELUCVZET, HPIOENTERLN D
FOTPZRABURSINNEKDICULE UL D,
Some of free software of a unknown
origin may be developed with malicious
intent. There have been some cases
where confidential information is leaked
by installed such free software.

Do not use software of a unknown
developer.




6. I\AD—FDERE
Password Management

JINA D — FEBDRICDEHRETFDIEEIZETDCTI,
MACBSZICHASNRUEKD., /N2 —FIFEX
F. BEZHAEDELEVNED (12X EW
B) CLFULD, 52300 TEENEE A,
BMIS/INA D — RIZFIRICEH ITDE L TEREL)
FB A,

A password is important to secure your
information. A password should be long (at
least 12 or more characters are reqguired)
and a combination of alphabets, numbers,
and symbols.

26q



6. IN\AD—FDEE (DDOF)
Password Management (continued)

SANIDD/INRAD — FZ2Z 0O —E TRV
oL CENTERA, ELNOLTLDE. —B/VR
D—EFARNNIE. BU/NRADT—FZRA LTINS
H—E 22 TCCAENBSNIBRENBDET,

Do not use your Toridai ID password for
other services outside Tottori University.

It the same password is employed and the
password is leaked, all services may be
accessed without any authorization.

AN
000‘\
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7. INUODOUSBAXEUFDEEE « pRICKZNMITD
Do not Lose Your Computer and USB Flash Drive

SBBEHRMRFSNIC/NY D VDOUSBXE ! —DFEEEDH
KDEENIE. BTABADEBICZENE UDEIT TR
<. RFOEABEREICERNDE T, EZBEHRMNMRTFN
12/\Y IVOUSBXE L OFHOinKICE+0ER 2 KRE
LNLUET,

SHBEDINEE CTEDOUSBA TG, iBES{Ci#EENMY
WEBDEROSNTNE T, HEICRDIN THIESIEH
REDMY L N\ZUSBA T DERZREDLIZ LE T,

The theft or loss of a computer or USB flash drive
containing important information will not only affect
your individual work, but also affect the credibility of
the university.

Please be careful against the theft or loss of them.
USB flash drive used by administrative must have
an encryption function. Faculty members are also
encouraged to use USB flash drives with encryption
functions.

2,
=
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Office®&aa I 71 ILDOB=1L
Encryptions of Office Files

8 25 #HkI(EIMicrosoft OfficeRRBERIN THER SN DHZENZUNERBLY
x99,

Microsoft Office R ICIIBSIEHMNEREEREGE S U Cigth > CTULNE I,
RIBMUFIC. Microsoft ExcelzflICiBS{tFNe25788 UK T,

Word 2 77 1)L, Power Point2D 7 1 )LERIKZFIE CTIBSIEH1TZAET,

Documents containing Important information are often created
using Microsoft Office products.

Microsoft Office products have encryption as standard function.
The following slides will explain how to encrypt a file using
Microsoft Excel.

Word and Power Point files can be encrypted by the similar
procedures.

Reference:

30 ﬂié—


https://support.microsoft.com/office/protect-an-excel-file-7359d4ae-7213-4ac2-b058-f75e9311b599
https://support.microsoft.com/office/protect-an-excel-file-7359d4ae-7213-4ac2-b058-f75e9311b599

Microsoft Excel DIBS1{t
Encryption on Microsoft Excel

(1) DAL T Hho NEER] Z2EBIRUET,
Select [File] tab, and [Infol.

Bookl - Excel

JvImiRsE

= 20T T -~ E T A AL E BT e 7.

rExRE TvIDiEE
s TP EAETARIC. TP ILOROESEREELET.
LEEHI TR bt " {EEREOGAL. B/

N—=3VRERE

2] S Llanony (- sa0FRHETTH TEET.

THAAR—F




Microsoft Excel DIB=1t
Encryption on Microsoft Excel

(2) TDJDvDODIRE] s T'YZ2AD—FZFMALUTCEBSIE) ZFEIR,
Select [Protect Workbook] and choose [Encrypt with password].

{2
FEERF

LR TR
7

2117

- EX0E

JvIDIRE
COTwHCH U T EFTEREENEST

/‘ Pleasr D Z A THC(0)
A0 BEBCEEANOATIM VEIGETS
L TERENREEEHEET.

E JAAT— FEERIL TIR2ML(E)
C\ ZOTvHERGEL. JSAT-FEERT
B3L3LET-

gﬁ] R&E0Y—-MORE(P)
= BEDS— ML TI-Y 14575
S ;: :: Y

EREA

Tottori !_J’rii1|r‘-':'-r5.ill',r




UL e B UEolcEBoIlco. BBICTU-SCIRTA
Immediately Contact TU-CSIRT if Suspicious, Dangerous or Done

> QA=A )VRICRERELULZHE?
Infected with a computer virus?
> DI IITFERICS | ohDh - ehE?
Defrauded by Phishing”?
> BEBRIBEHMMNRAVLEZHE?
Confidential Important Information is leaked?
> USBXEUZHEILENDT?
Lost USB flash drive?
—CARIRIEBEBICTU-CSIRTNERB LT ZEEL),
Immediately contact TU-CSIRT in above cases.
TU-CSIRT (BERARZRIBHREF 2T 11>V VT XTIy
F—A) [E BBEZREANIFIBHREF2IIT 1 VIT U
[CXTiin g DT,

Email : csirt@tottori-u.ac.jp

CSIRT : Computer Security Incident Response Team

s Q2
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The Most Important is a User Response

<>

o
sl 3980 - HA RS Y

"% Social system, rules, guidelines

Z= =
Threat

Py » ZEBIC KDXY
Countermeasures by
technology and devices

ANAEBS DX

Self defense by users
* ©3J)U moral

« 32 awareness
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ARFDBEHRTF )T 1 DHERFIC
CHIORINFEIXLORBEVNNRLUZET,

Thank you for your cooperation
to ensure information security.
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